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Chapter Cognitive Objectives

[image: image6.emf]1. Identify, explain, and apply the various federal and state sources of privacy protection.

2. Identify employer concerns on misuse of employment technology, for example, misuse of e-mail.

3. Apply privacy laws to the issue of monitoring employee activities.

4. Explain and interpret the cases in this chapter and apply the legal principles to hypothetical employment problems.

5. Answer the questions found throughout the chapter.



Introduction – The Right to Privacy
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Privacy has been a legal issue in the United States for over a century.  Writing in the Harvard Law Review in 1890, Louis Brandeis and Samuel Warren proposed the courts recognize a new legal right, the right to privacy.
  The right to privacy, as proposed, was a basic right to be left alone.  In a 1928 Supreme Court case, Olmstead v. United States,
 then Supreme Court justice Brandeis stated in his dissent the right to privacy is “the most comprehensive of rights and the most valued by civilized men.”

Since Brandies and Warren wrote about privacy in 1890, the law has gradually recognized this right.  The right to privacy, as currently recognized by the courts, is not comprehensive.  Rather, the right to privacy varies depending on the parties involved, the location of the

disputed privacy invasion, and the activities involved in the dispute.
Employer Monitoring at Work

Privacy today remains a controversial issue.  One area of controversy that affects many individuals is privacy at work.  Technological tools available to employers enable monitoring of activities that, in the past, remained private.  Concerns about employee productivity, employee theft or industrial espionage have prompted an increasing number of employers to engage in workplace monitoring in a fashion that raises privacy concerns.

One survey reported that around four out of five major U.S. firms record or review employee workplace activities and communications.  The activities monitored include telephone calls, e-mail messages, Internet activities, and computer files.  Employer surveillance techniques include videotaping employees, recording telephone conversations, logging Internet sites visited, and analyzing computer use regarding time logged on and keystroke counts.

As intrusive as the preceding monitoring activities may appear to some individuals, monitoring employee telephone conversations, e-mail or Internet usage concerns employment behavior, an a priori legitimate area of concern to employers.  New technologies extend the reach of information available to employers to allow for the possibility of employer use of employee information unrelated to workplace activities.  For example, employers have tools available that allow identification of employees that will, at some future, point, suffer from or be at risk for genetic diseases or disorders.  The genetic information could be used to deny employment to those individuals that will present future health care risks.  The appropriateness of using genetic information is an example of how science and technology will continue to produce new employment privacy disputes.

Privacy Rights under the Law
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There is no single legal source of privacy rights in the United States.  Whatever rights exist are drawn from various sources.  These privacy rights are either explicit in the law or implied from other related rights.

Privacy under the U.S. Constitution

A primary source of privacy rights in America is the U.S. Constitution.  The word “privacy” does not appear in the text of the Constitution.  However, the Supreme Court has found implied guarantees of privacy in the Bill of Rights, including the First Amendment (freedom of religion, speech, the press, and association), the Fourth Amendment (protection against unreasonable search and seizure), and the Fifth Amendment (freedom from self-incrimination).  A majority of the Supreme Court held for the first time the Constitution protects zones of privacy in 1965.  In the case, Griswold v. Connecticut, the Supreme Court invalidated a Connecticut law that imposed restrictions of the sale of contraceptives.
  The holding was based on the right of privacy.

Employment privacy under the Constitution is the focus of the following decision, Rosario v. U.S.A.  An important point about workplace privacy is that U.S. Constitutional protections only restrict government behavior.  The Constitution was designed to create a system of government while restricting the power of this new government.  Individual rights are preserved from intrusions by the government.  The U.S. Constitution does not restrict private business activities.  Private employers cannot violate employees’ federal constitutional right to privacy, regardless of the company’s behavior.

Rosario
v.
United States of America

538 F. Supp. 2d 480 

United States District Court, District of Puerto Rico (2008)
RAYMOND L. ACOSTA, J. -  [Background Facts] This action was instituted by 22 federal police officers who, at the time of the events alleged in the complaint, were carrying out police work for the Department of Veterans Affairs (DVA) at the San Juan Veterans Affairs Medical Center in Puerto Rico ("SJ-VAMC") . . .. Plaintiffs claim that defendants' surreptitious video surveillance of their locker-break room ran afoul of the Federal Tort Claims Act ("FTCA") . . . as well as deprivation of their rights to "due process of law, equal protection of the laws and the pursuit of their life, liberty and profession." . . . 
[Fourth Amendment] - The Fourth Amendment to the United States Constitution protects the "right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures". U.S. Const. amend. IV.

In order to ascertain whether or not a breach of the Fourth Amendment has been effected, the court must initially determine whether defendants "infringed an expectation of privacy that society is prepared to consider reasonable." . . .  "[A] privacy expectation must meet both subjective and objective criteria: the complainant must have the actual expectation of privacy, and that expectation must be one which society recognizes as reasonable." . . . 

"One has a subjective expectation of privacy if one has taken efforts to preserve something as private." . . ."What a person knowingly exposes to the public, even in his own home or office, is not a subject of Fourth Amendment protection." . . . But what he seeks to preserve as private, even in an area accessible to the public, may be constitutionally protected." . . . 

"Although there is no "talisman" that determines whether society will find a person's expectation of privacy reasonable, a court may consider (1) the 

nature of the search, (2) where the search takes place, (3) the person's use of the place, (4) our societal understanding that certain places deserve more protections than others, and (5) the severity of the search." . . ..

[Expectation of Privacy] - Defendants argue that plaintiffs had prior notice of the possibility of cameras being installed in the locker-break room by virtue of the VA Handbook as well as the Master Agreement with plaintiffs' Union.

. . .  However, contrary to Vega-Rodriguez [a case analyzed by the court in an omitted section of this opinion], where specific notice was given regarding the cameras that were indeed installed, the documents provided by defendants in support of their argument do not have this effect. . . . 

The VA Handbook 0730 merely restates the Fourth Amendment standard. It reads:

j. Search of Employee Workplaces. The authority to search Government furnished and assigned personal lockers and office desks without a warrant will depend on whether the employer retains the right to inspect these areas and the employee's reasonable expectation of privacy.

Further, art. 47 of the VA's Master Agreement with plaintiffs' Union simply states that surveillance might be conducted "for safety and security reasons."

. . .  Defendants contend that there is no reasonable privacy expectancy under the circumstances present in this case. However, . . . we find that there is sufficient indicia in the record that the locker-break room was intended to be used by a limited group of people for activities intended to be carried out outside the presence of the general public to meet both the subjective and objective requirements under the Fourth Amendment. The purpose of the room was inherently private. It was designated for a particular category of employees to safeguard their personal belongings and working instruments as well as to eat snacks. . . . 

[Reasonableness of Search] - However, it is not enough for plaintiffs to establish the reasonableness of their expectation of privacy. Given the underlying purpose of the Fourth Amendment, i.e., protect against unreasonable searches, in addition to asserting that the privacy expectations are indeed reasonable, plaintiffs must also prove that the employer's search was in fact unreasonable. . . . 

In setting forth the applicable analysis for determining the standard of reasonableness of searches in the workplace the Supreme Court noted the need to balance "the nature and quality of the intrusion on the individual's Fourth Amendment interests against the importance of the governmental interests alleged to justify the intrusion... In the case of searches conducted

 by a public employer, we must balance the invasion of the employees' legitimate expectations of privacy against the government's need for supervision, control, and the efficient operation of the workplace." . . . 

Even though defendants argue that the surveillance video camera was installed to address problems relative to "a rash of complaints lodged by female police officers alleging sexual orientation discrimination, sexual harassment, defamation and hostile work environment", only evidence specifically pertaining to the allegations of P.O. Raquel Rosario as well as defendants’ responses thereto were filed together with defendants’ motion. . . .

According to the evidence submitted, a complaint was lodged by female P.O. Raquel Rosario accusing a fellow police officer of sexual harassment. . . . The Police Chief . . . decided that a surveillance camera should be installed in the Police Service locker-break room.  A hollow was made in the ceiling and the camera was focused on Raquel Rosario's locker. . . . 

In judging the reasonableness of the employer's conduct the court must examine whether or not it was warranted due to the extant circumstances and if so, whether its reach was sufficiently limited to deal with the particular situation it sought to address. . . . 

It is axiomatic that sexual harassment and discrimination negatively affect the working environment. However, apart from the fact that the documents submitted in this case pertain just to one particular alleged victim - as opposed to the "rash of complaints by female police officers" referred to by defendants - there is no evidence in the record indicative that any of the alleged sexual discriminatory conduct took place in the locker-break room. In other words, there does not seem to be a logical connection between the conduct sought to be curtailed and the preventive measures taken. All we have before us is reference to the two anonymous notes whose content in no way manifest an impending danger situation.

Accordingly, faced with the limited information currently available to the court it cannot be reasonably concluded that defendants had a valid reason to have covert cameras installed in the locker-break room. In other words, even though defendants have a legitimate interest in eradicating sexual discrimination in the workplace there is not sufficient evidence in the record at this time to warrant encroachment into plaintiffs' privacy interests via surveillance video.

Accordingly, defendants' request to dismiss the Fourth Amendment claim is hereby DENIED.
Questions:

1. The above court opinion identified the importance of an employee’s reasonable expectation of privacy.  Does an expectation of privacy differ depending on the party conducting the search?

2. What practical advice does the Rosario case provide employers?

Privacy under Federal Statutory Law – The Electronic Communications Privacy Act

There is no comprehensive federal statute on privacy.  There is, however, piecemeal federal legislation protecting privacy.  Unlike the Constitution, these federal laws generally do apply to private businesses.  One primary such law, applicable both to government agencies and to private businesses or individuals, is the Electronic Communications Privacy Act of 1986 (ECPA).

Title I of the ECPA amends older federal wiretapping laws (the Wiretap Act) to include in the list of prohibited behavior intercepting wireless and electronic communications, such as email messages or cordless telephone conversations.
  The Wiretap Act, as amended, provides a civil cause of action against “any person who--(a) intentionally intercepts, endeavors to intercept, or procures any other person to intercept or endeavor to intercept, any wire, oral, or electronic communication.”
  

In addition, Title II of the ECPA (the Stored Communications Act) prohibits unauthorized access to stored electronic communications.
  This Act establishes civil liability for one who: 

“(1) intentionally accesses without authorization a facility through which an electronic communication service is provided; or 
(2) intentionally exceeds an authorization to access that facility; 
and thereby obtains, alters, or prevents authorized access to a wire or electronic communication while it is in electronic storage in such system . . .”

There are important defenses available under the law, including the following exceptions:
· Under the Electronic Communications Privacy Act, employers are free to monitor or intercept electronic messages where employees have consented to such monitoring; and
· Employers may monitor electronic communications whenever such monitoring is “in the ordinary course of business.”  This phrase, not defined by the ECPA, is generally interpreted to allow an employer to monitor or intercept communications where necessary to protect its business, company property, and customer concerns.
· It is not unlawful under the ECPA to intercept or access an electronic communication made through an electronic communication system that is configured so that such electronic communication is readily accessible to the general public.
The case Watkins v. L.M. Berry & Co.
 provides an example of court analysis regarding telephone conversations.  Though Watkins preceded the ECPA, it is still valid law and often cited by other courts.  In the case, Watkins, a sales representative, received a call at work from a friend who asked about a job interview that Watkins had had with another company.  Watkins' supervisor had been listening in on the call.  The next day, the company fired Watkins.  She sued, claiming her employer violated the Wiretap Act by listening to her personal telephone conversation.  The court provided a general rule: “[I]f the intercepted call is a business call, then the [employer's] monitoring of it was in the ordinary course of business. If it was a personal call, the monitoring was probably, but not certainly, not in the ordinary course of business."
   In the case at hand, Watkins was an at-will employee.  She was thus contractually free to resign her employment at any time.  During the intercepted telephone conversation, Watkins was not discussing any confidential company information, nor was she making any plans causing legal problems for her employer.  Her telephone conversation was personal, not related to her employer’s business, and the monitoring was not in the ordinary course of business.

As used in the ECPA, “oral communication” means any oral communication uttered by a person exhibiting an expectation that such communication is not subject to interception under circumstances justifying such expectation.
  This means that oral communications are not protected unless the speaker ahs a reasonable expectation that the conversation is private.

The Electronic Communications Privacy Act is a focus of Fisher v. Mt. Olive Lutheran Church, found at the end of this chapter.  In addition, the ECPA is involved in the following dispute between Deborah Bailey and her former husband, Jeff Bailey. 

Bailey
v.
Bailey

United States District Court for the Eastern District of Michigan 

2008 U.S. Dist. LEXIS 8565 (2008)

Sean F. Cox, J. – [Background Facts] - This case arises out of Defendant Jeffrey Bailey's installation of a key logger on a computer shared by him and his now ex-wife, Plaintiff Deborah Jo Bailey.

Plaintiff and Defendant Bailey were married in 1987 and had three children. Unfortunately, the marriage began to deteriorate. Defendant Bailey had suspicions about Plaintiff's use of the internet, which he believed was excessive. According to Defendant Bailey, in fall of 2005 he clicked onto his wife's email account, titled joy2u. He saw several alerts that there were messages for Plaintiff from a website called Killer Movies Forum. Defendant Bailey clicked on the hyperlink associated with the alerts and read the messages. The messages were from a person known as "Finti" and were of a sexual nature. Plaintiff admitted to sexual discussions with Finti and others, but denies her children were aware of the discussions.

Shortly after Defendant Bailey discovered Plaintiff's sexual discussions, she opened a new email account titled chloedebb@yahoo.com. Around the same time, Defendant Bailey downloaded a free trial version of a key logger software and installed it on both home computers. The program is designed to record every keystroke made on the computer and store it in a text file on the computer's hard drive. . . . Defendant Bailey used the key logger program to learn the password for both Plaintiff's chloedebb@yahoo.com email account and her private messaging system on the Killer Movies Forum. Defendant Bailey learned that Plaintiff was continuing her internet sexual activities.

On January 9, 2006, Defendant Bailey left the marital home with the three children and went to Ohio to stay with his brother. In anticipation of divorce proceedings, Defendant Bailey provided his attorney, Defendant Todd Pope, with copies of emails and messages taken from the home computer. Throughout the divorce proceedings, Defendant Bailey supplied Defendant Pope with copies of emails and messages he said he was able to access because he had Plaintiff's passwords . . .. 

Plaintiff argues that she would not have lost custody of her children if her emails and internet messages had not been disclosed. She also attributes emotional problems and distress she claims to suffer to the loss of custody of her children. . . . 

18 U.S.C. § 2511 - The Wiretap Act - Plaintiff alleges Defendants Pope and Bailey violated 18 U.S.C. § 2511 when they obtained Plaintiff's emails and messages using the passwords learned from the key logger. Section 2511 provides, in pertinent part:

(1) Except as otherwise specifically provided in this chapter any person who -

(a) intentionally intercepts, endeavors to intercept, or procures any other person to intercept or endeavor to intercept, any wire, oral, or electronic communication;

* * *

(c) intentionally discloses, or endeavors to disclose, to any other person the contents of any wire, oral, or electronic communication, knowing or having reason to know that the information was obtained through the interception of a wire, oral, or electronic communication in violation of this subsection;

(d) intentionally uses, or endeavors to use, the contents of any wire, oral, or electronic communication, knowing or having reason to know that the information was obtained through the interception of a wire, oral, or electronic communication in violation of this subsection?

shall be punished as provided in subsection (4) or shall be subject to suit as provided in subsection (5).

The parties dispute whether Defendants' conduct is actionable under the Wiretap Act because, according to Defendants, there was no "interception" as that term has been interpreted by the courts. Specifically, the parties disagree on whether "interception" requires that the electronic communication be intercepted contemporaneously with its transmission. There is no Sixth Circuit authority on the issue.

Although the issue has not been addressed by the Sixth Circuit, the Circuits that have addressed the issue have agreed that the definition of "intercept" "encompasses only acquisitions contemporaneous with transmission." . . .  The general reasoning behind these decisions is that based on the statutory definition and distinction between "wire communication" and "electronic communication," the latter of which conspicuously does not include electronic storage, Congress intended for electronic communication in storage to be handled solely by the Stored Communications Act. This interpretation is reasonable and consistent with the language of the statute. . . . 

Defendants are entitled to summary judgment on Plaintiff's claim for violation of 18 U.S.C. § 2511.

18 U.S.C. § 2701 - Stored Communications Act
Plaintiff alleges Defendant Bailey violated 18 U.S.C. § 2701 when he accessed her email and messages. Section 2701 provides, in pertinent part:

(a) Offense - Except as provided in subsection (c) of this section whoever -

(1) intentionally accesses without authorization a facility through which an electronic communication service is provided; or

(2) intentionally exceeds an authorization to access that facility;

and thereby obtains, alters, or prevents authorized access to a wire or electronic communication while it is in electronic storage in such system shall be punished as provided in subsection (b) of this section.

"Electronic storage is defined as either "(A) any temporary, intermediate storage of a wire or electronic communication incidental to the electronic transmission thereof; and (B) any storage of such communication by an electronic communication service for purposes of backup protection of such communication." 18 U.S.C. § 2510(17).

Defendant Bailey argues that the Stored Communications Act does not apply because the emails and messages he accessed were already opened by Plaintiff. . . .  The fact that Plaintiff may have already read the emails and messages copied by Defendant does not take them out of the purview of the Stored Communications Act. The plain language of the statute seems to include emails received by the intended recipient where they remain stored by an electronic communication service. The phrase "such communication" in § 2510(17)(B) refers to "wire or electronic communications" as mentioned in (17)(A) - it does not also include the requirement that the electronic communications be "incidental to the electronic transmission thereof." If that were the case, there would be no need to write them as two separate meanings. However, as a point of clarification, Stored Communications Act protection does not extend to emails and messages stored only on Plaintiff's personal computer.   In re Doubleclick Inc., 154 F. Supp. 2d 497, 511 (S.D.N.Y. 2001)("the cookies' residence on plaintiffs' computers does not fall into § 2510(17)(B) because plaintiffs are not 'electronic communication service' providers."). Defendant does not set forth any other basis for dismissing the claim. Accordingly, Defendant Bailey is not entitled to summary judgment on Plaintiff's claim for violation of 18 U.S.C. § 2701.

Privacy under Federal Statutory Law – Other Acts

Beyond the ECPA, other federal privacy laws are crafted narrowly to cover specific concerns.  For example, during the confirmation process for Supreme Court nominee Robert Bork, nominated by President Reagan in 1987, a weekly newspaper printed a list of videocassettes rented by the Bork family.  This intrusion into private affairs, lawful at the time, was offensive to many people.  The result was the Video Privacy Protection Act, listed below. That federal privacy law and others follow:

· The Computer Fraud and Abuse Act
 (providing a cause of action against one who intentionally accesses a computer without authorization and obtains information from the computer).
· The Fair Credit Reporting Act (1970)
 (prohibiting consumer reporting agencies from disclosing consumer data except in specified circumstances).

· The Right to Financial Privacy Act (1978)
 (providing individuals with the right to notice of a request before a financial institution may disclose records to government agencies).

· The Financial Services Modernization Act (1999)
 (also known as the Gramm-Leach-Bliley Act, placing restrictions on financial institutions regarding consumer data and privacy).

· The Cable Communications Policy Act (1984)
 (prohibiting cable operators from disclosing personal data regarding subscribers without the consent of the subscriber).

· The Video Privacy Protection Act (1988)
 (protecting personal data held by videotape service providers). 

· The Privacy Act (1974)
 (protecting individuals from invasions of privacy by the government.  Numerous exceptions exist to protect the government).

Privacy under State Constitutional or Statutory Law

Several state constitutions extend privacy protection to private (nongovernmental) action. Other states extend privacy protection through statutory enactments.  Generally, most state constitutions and statutes are silent on a broad right to privacy.  Miscellaneous state laws protecting specific areas of privacy, as in the following Arkansas constitutional provision and statute, often mirror federal legislation:

Constitution of the State of Arkansas

Unreasonable searches and seizures

The right of the people of this State to be secure in their persons, houses, papers and effects against unreasonable searches and seizures shall not be violated; and no warrant shall issue except upon probable cause, supported by oath or affirmation, and particularly describing the place to be searched and the person or thing to be seized.
 

Arkansas Code of 1987

§5-60-120. Interception and recording 

(a) It shall be unlawful for a person to intercept a wire, landline, oral, telephonic communication, or wireless communication, and to record or possess a recording of such communication unless such person is a party to the communication or one (1) of the parties to the communication has given prior consent to such interception and recording. 

(b) Any violation of this section shall be a Class A misdemeanor. 

(c)
(1) It shall not be unlawful for such an act to be committed by a person acting under the color of law. 

(2) It is an exception to the application of subsection (a) of this section that an officer, employee, or agent of a public telephone utility or company that is licensed by a federal or state agency to provide wire or wireless telecommunication service to the public provides information, facilities, or technical assistance to a person acting under the color of law to intercept a wire, wireless, oral, or telephonic communication. 

(3) It shall not be unlawful under this section for an operator of a switchboard, or an officer, employee, or agent of any public telephone utility or telecommunications provider whose facilities are used in the transmission of a wire communication to intercept, disclose, or use that communication in the normal course of his employment while engaged in any activity which is a necessary incident to the rendition of his service or to the protection of the rights or property of the telecommunications provider or public telephone utility of such communication. 

(d) The provisions of this section do not apply to telecommunication services offered by a telecommunications provider or public telephone utilities or a Federal Communications Commission licensed amateur radio operator. 

(e) Nothing in this section shall be interpreted to prohibit or restrict a Federal Communications Commission licensed amateur radio operator or anyone operating a police scanner from intercepting communications for pleasure.
 

Privacy under State Common Law

Most states do recognize a common law right of privacy that applies to private business.  The privacy rights recognized through the common law, however, are narrow and less extensive than the constitutional concept of privacy.  Privacy at the state level is generally protected through a lawsuit for the tort of invasion of privacy.  A state common law right to privacy is based usually on the four branches of privacy, below, from the Restatement (Second) of Torts:
Intrusion – This tort is an intrusion upon a person’s right to seclusion or solitude. There is liability only if the interference with the plaintiff's seclusion is a substantial one, highly offensive to the ordinary reasonable person.  Examples could include an employer spying without justification on an employee’s private activities at home or accessing an employee’s private bank records.
Public Disclosure of Private Facts – This tort requires public disclosure of private information about a person that, even though true, produces publicity of a highly objectionable kind.  An example might be the disclosure of names and details about employees fired for viewing pornography at work.  The charges are true and the firing in itself may be legally proper.  The disclosure of the specifics, however, to a public audience might be a separate tort. 
False Light in the Public Eye – This tort involves the defendant revealing information about a person that places that person in a false light.  A plaintiff here must prove:
(1) The false light in which he was placed by the publicity would be highly offensive to a reasonable person, and 
(2) The defendant had knowledge of or acted in reckless disregard to the falsity of the publicized matter and the false light in which the plaintiff would be placed. 
Appropriation – Here a defendant is charged with use of a person’s name or likeness without permission.  This invasion of privacy would include activities such as the unauthorized use of a person’s name in an advertising campaign.

The following case, Wal-Mart Stores v. Lee, continued from Chapter 2, presents two of the four branches of invasion of privacy, intrusion and false light.

Wal-Mart Stores, Inc.
v.
Lee (Cont.)

74 S.W.3d 634

Supreme Court of Arkansas, 2002

Imber, J. - Appellant Wal-Mart Stores, Inc., appeals from a judgment entered on September 6, 2000, in favor of Appellee David Clark and from the denial of its posttrial motions.   A jury found in favor of David Clark on the issues of defamation, false-light invasion of privacy, and intrusion invasion of privacy.   The judgment awarded by the jury totaled $651,000 in compensatory damages and $1,000,000 in punitive damages, plus costs and interest.   We affirm.  . . .

[Intrusion Invasion-of-Privacy Claim]  Wal‑Mart contends that Clark failed to establish the essential elements of the tort of intrusion. . . .  [T]he tort [of intrusion] consists of three parts:  


(1) An intrusion;  


(2) That is highly offensive;  


(3) Into some matter in which a person has a legitimate expectation of privacy.  . . .

A legitimate expectation of privacy is the "touchstone" of the tort of intrusion. . . .  Wal-Mart first argues that there could be no substantial intrusion because Clark consented to the search by Wal-Mart. . . . Clark contends that Elder tricked him into agreeing to the search by telling him that Wal-Mart was only looking for some missing life jackets and fishing poles.   He maintains that any consent he gave was limited to a search for fishing equipment. . . .

In this case, the jury heard the conflicting stories of Clark and Elder regarding the scope of Clark's verbal consent.   As reflected by its verdict, the jury accepted Clark's trial testimony as more credible and concluded that his verbal consent was limited in scope.

In support of its contention that Clark consented to the search, Wal-Mart also relies on a written consent-to-search form signed by Clark.   In this case, the court instructed the jury that a person validly consents to an intrusion if, in the totality of the circumstances, the consent is given freely and without coercion. . . .  The voluntariness of consent must be judged in light of the totality of the circumstances.  . . . 
Clark indicated that he had never been asked to sign a consent-to-search 

form before, and he stated that Detective Haskins did not inform him of his right to withhold consent.   Clark was consistent in his testimony that, at the time he signed the form, no one had mentioned searching for electronics or computers. Though the consent form was broadly worded, Clark still thought the search was limited to life jackets and fishing equipment, and he knew that he did not have "a truckload of ... life jackets or fishing equipment."

Clark told the jury that he felt threatened at the time he signed the consent-to-search form.   He felt like Wal-Mart was trying to "railroad" him. Clark testified that, just prior to signing the form, Elder informed him that Kitterman would soon be arrested.   Elder left Clark with the impression that he would be fired if he did not consent to the search.   Additionally, due to the police presence, Clark feared that he would be arrested. . . .

The jury determined that Clark's written consent was not given freely and without coercion and, thus, was not valid consent.   Considering the totality of the circumstances now before us, we conclude that there is substantial evidence to support the jury's decision.

[False‑Light Invasion‑of‑Privacy Claim]  For its final point on appeal, Wal‑Mart contends that the trial court erred in submitting the false-light invasion-of-privacy claim to the jury because Clark failed to demonstrate the elements of false light by clear and convincing evidence. . . . The trial court instructed the jury that, to prevail on his claim of false-light invasion of privacy, Clark was required to prove six essential propositions:


First, that he has sustained damages.

Second, that Wal-Mart gave publicity to a matter concerning David Clark that placed him before the public in a false light.


Third, that the false light in which David Clark was placed would be highly offensive to a reasonable person.


Fourth, that Wal-Mart had knowledge of or acted in reckless disregard as to the falsity of the publicized matter and the false light in which David Clark would be placed.


Fifth, that Wal-Mart had serious doubts as to the truth of the matter publicized.


And sixth, that David Clark's damages were proximately caused by Wal-Mart's giving of such publicity. . . .

The evidence reflects three separate episodes upon which the jury could have based liability for false light:  (1) the case synopsis, (2) the newspaper articles, and (3) the publicity created on Clark's lawn. . . . Thus, we hold that the record in this case reveals evidence of a clear and convincing nature upon which the jury could have based its verdict that Wal-Mart created publicity that placed Clark in a false light.

Questions:

1.  An Arkansas employer requires all employment applicants to submit to a drug-screening test.  Has the employer violated the applicants’ right to privacy?

2.  In an attempt to reduce employee theft, an employer installs secret cameras to monitor employee activities?  Has the employer violated the employees’ right to privacy?

3.  What are the newest spy devices available in the marketplace?

E-Mail & Communications Technology

[image: image3.wmf]
Technology used by employees at work has expanded from the telephone to computers, the Internet, e-mail, and a growing array of new communication devices.  These new technology tools have created new employer legal problems.  The widespread use of e-mail and the Internet has created legitimate concerns about employee misuse or misconduct.  A survey conducted by the American Management Association found over 50% of companies have fired employees for misusing e-mail or the Internet while on the job.  Viewing pornography was the major Internet misuse.  E-mail offenses included violations of company policies, breaching confidentiality rules, excessive personal use, and offensive language or inappropriate content.

It is now almost certain that lawsuits brought against a company will involve a demand to produce the company’s e-mail records.  E-mail records may subject a company to liability for harassment or discrimination.  E-mail misuse may be involved in trade secret theft or defamation.  E-mail records may create unexpected contractual obligations.
  

As pointed out above, company responses to technology concerns include monitoring of employee use of e-mail, the Internet, the telephone, company computers, or any other company device or property.  A major legal problem an employer may face is monitoring without disclosure.  Secret monitoring of employee activities may be legal under above-discussed privacy laws.  However, there are no guarantees and employers could lose such cases.  The best, safest course of action is monitoring only after employees clearly are told of such.  Employees should sign a form stating that they are aware of and consent to the monitoring described in the company policy statement.

Employees may be unaware that e-mail messages are usually more accessible and permanent than written (hard copy) communications.  The following e-mail facts are important to know:
· E-mail messages are not anonymous.  E-mail can be traced electronically to its source.
· E-mail is not private.  The computer systems that use e-mail at work are the property of the company.  Employers have the right to supervise the use of this company property, including the right to provide surveillance of e-mail messages in most situations.  
· E-mail messages and remarks are generally admissible in court.
· “Deleted” e-mail messages are not actually deleted.  Employees and employers both are occasionally surprised to learn that e-mail messages may be accessible by computer specialists years after the messages are “deleted.”  The deleted messages still exist and are available until overwritten by other messages or until removed by specialized means.  Further, e-mail messages are stored in multiple locations including the sender’s desktop, mail server, and/or ISP, or the recipient’s desktop, mail server, and/or ISP.  Multiple locations increase e-mail evidence.  (There are commercial software programs available to destroy deleted data, making retrieval impossible or difficult.)

The following statement is a sample disclaimer used by some companies as an attachment to every e-mail message sent using company computers: 

This message (and any associated files) is intended only for the use of the individual or entity to which it is addressed and may contain information that is privileged or confidential.  If you are not the intended recipient you are notified that any dissemination, copying or distribution of this message, or files associated with this message, is strictly prohibited.  If you have received this message in error, please notify us immediately by replying to the message and deleting it from your computer.  Any views or opinions presented are solely those of the author and do not necessarily represent those of this company.

Questions:

1.  Carnivore, DCS1000, Packeteer, and CoolMiner are programs allegedly used by government agencies like the FBI to analyze messages or as an electronic filtering tool to gather information from traffic flowing through Internet service provider.  In addition, “Echelon” is an automated global interception system that is reported capable of intercepting billions of phone calls, e-mail messages, Internet downloads, and satellite transmissions on a daily basis.  Echelon is used by intelligence agencies in the United States and around the world.  How do these programs affect a company’s privacy policies?

2.  What concerns exist for the business community regarding cybercrime?  Visit http://www.usdoj.gov/criminal/cybercrime/. 

Additional Cases
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In the following case, Mt. Olive Lutheran Church employed Randall Fischer as a youth minister.  While at the church, an employee, Rose Salzmann, accidentally intercepted a telephone conversation between Fischer and another man.  Salzmann was using the church’s cordless telephone when she intercepted Fisher’s conversation.  Fisher and the other man allegedly engaged in an open homosexual discussion.

Fischer's telephone call was made in a room in the church that was available for Fischer and others to use when privacy was needed.  After learning of the incident, Mt. Olive’s senior pastor, Ray Connor, hired a computer consultant to access Fisher’s personal e-mail account, maintained on Hotmail.  Fischer’s personal e-mail was not connected to or maintained on the church’s computers.  The computer consultant accessed the Hotmail account by using suggestions from Reverend O’Connor to guess Fischer’s password.  The e-mail account allegedly contained explicit homosexual messages to and from various individuals.  The congregation voted to release Fischer from his role at the church. 

Fischer brought suit based on asserted violations of various privacy related laws.  It is important to note that Fisher sued the church, the senior pastor, Connor, and the two employees initially involved in intercepting the telephone conversation, Salzmann and Sandra Janiszewski.  Legal representation would be needed for all four parties.  Depending on the church’s insurance coverage, each defendant could be required to hire legal representation.  In the American system of jurisprudence, each side in a lawsuit is usually responsible for paying for their legal representation costs, regardless of which side wins the dispute.  Thus, the church could eventually win this dispute, while the employees involved suffer significant personal expenses in their legal representation.  

Again, the church could have insurance coverage providing for legal representation for the employees.  Alternately, the church could volunteer to pay the legal bills for all parties involved.  Regardless of the facts in this dispute, employees should be aware of their legal exposure at work.

Fischer
v.
Mt. Olive Lutheran Church, Inc.

207 F.Supp.2d 914

United States District Court, Western District, Wisconsin, 2002

Crabb, J. – [Litigation Facts] This is a civil action for monetary relief in which plaintiff Randall David Fischer contends that defendants violated various privacy-related statutory and common laws in the course of terminating plaintiff's employment, including the Electronic Communications Privacy Act, 18 U.S.C. §§ 2510- 21; Wisconsin Communications Privacy Act, Wis. Stat. § 968.31; Electronic Communications Storage Act, 18 U.S.C. §§ 2701-11; Computer Fraud and Abuse Act, 18 U.S.C. § 1030; right to privacy (intrusion upon privacy of another and public disclosure of public facts), Wis. Stat. § 895.50; defamation; trespass; breach of contract; tortious interference with a contract; intentional infliction of emotional distress and false imprisonment. . . .[The following case excerpt will present only the plaintiff’s claims under the Electronic Communications Privacy Act and the Electronic Communications Storage Act.]
Presently before the court is defendants' motion for summary judgment. Because I find that there are questions of fact for the factfinder, I will deny defendants' motion for summary judgment as to plaintiff's claims of violations of the Electronic Communications Privacy Act, the Wisconsin Communications Privacy Act and right to privacy (intrusion on the privacy of another) as to all defendants as well the Electronic Storage Communications Act as to defendants Connor and Mt. Olive and defamation as to defendants Salzmann and Janiszewski. In contrast, because no genuine issue of material fact exists, I will grant defendants' motion for summary judgment as to plaintiff's claims of violations of the Computer Fraud and Abuse Act as to all defendants, the Electronic Storage Communications Act as to defendants Salzmann and Janiszewski and defamation as to defendants Connor and Mt. Olive. In addition, plaintiff has stipulated to the dismissal of his remaining claims, including public disclosure of private facts (right to privacy), trespass, breach of contract, tortious interference with a contract, intentional infliction of emotional distress and false imprisonment. . . .

[Background Facts]  Defendant Mt. Olive Lutheran Church, Inc. employed plaintiff Randall David Fischer as its Minister of Youth and Children's Ministries by virtue of a "call." Plaintiff's employment obligations included providing counseling services to minors and adults on an as needed basis. Defendant Rose C. Salzmann is the secretary of the Mt. Olive church and shared an office at the church with plaintiff. Defendant Ray Connor is the pastor and defendant Sandra K. Janiszewski is the business manager at Mt. Olive.

The church's bylaws dictate that plaintiff's call can be revoked only by a 2/3 vote of the congregation. By acceptance of the call, plaintiff agreed: to teach faithfully the Word of God, the Sacred Scriptures, in its truth and purity and as set forth in all symbolical books of the Evangelical Lutheran Church: To exemplify the Christian faith and life, to function in an atmosphere of love and order characteristic of the Body of Christ at work, and to lead others toward Christian maturity: To show a due concern for all the phases of mission and ministry.

In the spring of 1998 or 1999, plaintiff opened a Microsoft Hotmail email account from a computer terminal at the Scofield Public Library. The Hotmail account is web-based, free and resides on a server that is part of the Microsoft Network. Plaintiff used his Hotmail account for personal purposes. . . .  Plaintiff accessed his Hotmail account from the church's computers using the church's Internet service provider, among other places.


On the morning of June 10, 1999, plaintiff arrived early at the church and read his email messages on his Hotmail account. Plaintiff saw that he had received an email message from "John Jacobsen," who asked that plaintiff call him. Plaintiff did not recognize the name immediately. At approximately 10:00 a.m., plaintiff informed defendant Salzmann that he was going down the hall to the associate pastor's office, without telling her that he was going to make a telephone call. Plaintiff often used this vacant office for telephone calls. He shared a small office with defendant Salzmann. Defendant Connor had told plaintiff to use the office to make personal phone calls or in any situation in which he needed privacy.

A short time later, defendant Salzmann left her office to place schedules in the mail trays. She took along a cordless telephone because her primary job is answering the telephone. The church has six telecommunication lines, two for computers and four for telephones. The cordless phone ties into one line of the telephone system. Calls ring on the cordless phone as well as on the hardwired phones located throughout the church. Because defendant Salzmann received church-related calls at home, she tried to call home to check her answering machine for messages. Instead of hearing a dial tone, she heard two male voices involved in a sexually graphic conversation. She recognized one voice as plaintiff's. According to plaintiff, the other man on the telephone was John Jacobsen, a tutor he had known in college who was having a sexual identity crisis to whom he was listening as Jacobsen talked about his sexual experiences and feelings, at times in graphic detail. . . .

Defendant Salzmann became concerned about the possibility of improper contact between plaintiff and children participating in the church's youth programs, given plaintiff's position in the church. Shaking from fear and shock, defendant Salzmann walked to defendant Janiszewski's office because she believed the conversation she had overheard was an extremely serious matter that should be witnessed by another employee. Defendant Salzmann gave defendant Janiszewski the cordless phone and whispered something about plaintiff's being on the line. . . .. (Defendant Janiszewski heard a voice describing graphically how to insert objects into a person's bowels without injuring the bowels and then she heard the other person stating that he would like to split plaintiff's bowels. Plaintiff states that neither party made these statements.) At first, defendant Janiszewski believed that the caller was threatening violence to plaintiff or others at the church and instructed defendant Salzmann to use another phone line to call the police, which Salzmann did.  . . .

[The court opinion continues with the explicit sexual conversation Janiszewski then allegedly heard between Fischer and the other man.  The conversation left no doubt to Janiszewski that Fischer was a willing participant in the sexual exchange.  Fischer denies the sexual conversation took place.  From what was being said and from the various groans and noises she heard, Janiszewski believed the two men were masturbating.  Later, Janiszewski confronted Fischer about his telephone conversation and asked him to leave the building.]

After plaintiff left the church, defendant Janiszewski called defendant Connor and described briefly what had transpired. A police detective called the church and asked defendants Salzmann and Janiszewski to come to the police station and provide statements. As defendants Salzmann and Janiszewski were about to leave for the station, defendant Connor arrived. Defendants Connor, Salzmann and Janiszewski decided to examine the vacant office and found very wet tissue in the wastebasket, which defendant Connor thought was fresh semen. According to plaintiff, he left nothing in the wastebasket and has never masturbated on the church's premises. In order to preserve the tissues, Angela Janiszewski placed them in a bag. . . .

Shortly after defendants Salzmann and Janiszewski returned to the church, plaintiff returned as well. Defendant Connor met with plaintiff in Connor's office to discuss what had happened. Defendant Janiszewski joined the meeting when the church's lawyer advised Janiszewski that a witness should be present at any meetings with plaintiff. Defendant Connor told plaintiff that he was being suspended with pay pending an investigation. (According to defendants Connor and Janiszewski, plaintiff stated that he had told his wife "everything" and that his marriage was over, that he had nothing left to live for and that he had checked his life insurance policy to assure his family would be adequately provided for and that he was contemplating suicide. Plaintiff states that defendant Connor refused to listen to him and that he told Connor only that a suspension would ruin his reputation in the church and community and that he had told his wife of defendants' accusations.) . . .

During his meeting with plaintiff, defendant Connor became concerned that plaintiff might harm himself. He stepped out of the meeting and asked defendant Salzmann to call the police, which she did. The same two detectives returned immediately and interviewed both plaintiff and defendant Connor. Defendant Connor told the detectives that comments plaintiff made during the meeting led him to believe that plaintiff was suicidal. Defendant Connor did not ask the police to take any particular action; his purpose in calling was only to have the police make an assessment of plaintiff's mental condition and take whatever action they deemed appropriate. According to Detective Steven Meilahn, plaintiff told both detectives that "after the incidents of the morning, [plaintiff] went home to check his life insurance and that he just wanted to go to the swimming pool and hug his wife and children" and Meilahn concluded that "[i]n my mind, our interview confirmed the concerns of Pastor Connor." Relying on their own assessment, the detectives concluded that it would be appropriate to detain plaintiff at North Central Health Care pursuant to Wis. Stat. § 51.15.  Plaintiff asked whether he could see his wife and kids before he was taken to North Central and the detectives told him no. As plaintiff left with the detectives, he asked defendant Connor to tell his wife "what happened." Plaintiff was held overnight at North Central involuntarily. . . .

In response to police recommendations, defendant Connor retained a computer expert, Curt Brodjieski, on June 10, 1999, to examine the church's computer files that plaintiff used and to check plaintiff's email messages for any improper sexual communications with minors. Using the church's computer, Brodjieski accessed plaintiff's Hotmail account by using a password guessed at by defendant Connor. Brodjieski printed the email messages that he found in plaintiff's Hotmail account. The emails, from senders with male names, referred to plaintiff as "my hot man," "my favorite stud" and "sweetie" and included the statements "miss you babe" and "as always you were a treat!" Plaintiff states that before June 10, 1999, there were no such email messages in his account. . . .

On June 14, 1999, defendant Connor and Randy Balk, Chair of the Board of Elders of the church, visited plaintiff at his home to deliver his final paycheck and to encourage him to resign in order to avoid having his misconduct brought to the attention of others. Plaintiff's wife asked what documentary evidence the church had to support its claims. Defendant Connor told her that he could provide the information only if plaintiff signed a release. Plaintiff never supplied such a release. . . .

Notice to the congregation of a special meeting to be held on July 7, 1999, for the purpose of revoking plaintiff's call was published in the June 26 and July 4, 1999 church bulletins. Ron Fischer, plaintiff's brother, secretly recorded the congregation meeting and the tape was later transcribed. The transcript shows that at the July 7 meeting, Colin Pietz, counsel for the church, outlined the nature of plaintiff's June 10 telephone call. Pietz did not refer to any emails. At the meeting, plaintiff implied that the church had no documents to support its charges. Pietz responded that he had copies of plaintiff's emails with him and asked whether plaintiff would consent to their being included in the record of the meeting. Plaintiff declined to give his consent. The contents of the emails were not disclosed to any board of the church or to the congregation. Those in attendance voted 91 to 43 (with 2 abstentions) in favor of terminating plaintiff's call effective July 9, 1999, unless plaintiff chose to resign earlier. Plaintiff refused to resign and his call was terminated on July 9, 1999.

OPINION

A. Electronic Communications Privacy Act
The Electronic Communications Privacy Act, also known as the Wiretap Act, prohibits the intentional interception of wire, oral or electronic communications and the intentional disclosure of the contents of a wire, oral or electronic communication by one knowing or having reason to know that the information was obtained through an interception that violates the act. . . .Defendants stipulate that plaintiff's telephone conversation constitutes a "wire communication" as defined under the act. The only issue is whether defendants intercepted plaintiff's telephone call intentionally.

Under the Wiretap Act, "intercept" is defined as "the aural or other acquisition of the contents of any wire, electronic, or oral communication through the use of any electronic, mechanical, or other device." . . . The act also has a provision known as the "business extension" exemption, which reads as follows: 
(5) "electronic, mechanical or other device" means any device or apparatus which can be used to intercept a wire, oral, or electronic communication other than-- 
(a) any telephone or telegraph instrument, equipment or facility, or any component thereof, (i) furnished to the subscriber or user by a provider of wire or electronic communication service in the ordinary course of its business and being used by the subscriber or user in the ordinary course of its business or furnished by such subscriber or user for connection to the facilities of such service and used in the ordinary course of its business . . ..  The statute clearly exempts a cordless telephone extension that has been either (1) provided by the telephone company or (2) purchased by the subscriber from a third-party vendor, as long as the phone is being used in the ordinary course of the subscriber's business. Thus, the crux of the dispute lies in whether the cordless phone used by defendants Salzmann and Janiszewski to listen to plaintiff's conversation was "being used by the subscriber or user in the ordinary course of its business."  . . . If so, the cordless phone is not a "device" and defendants' act of interloping does not fall within the statute's definition of interception. The Wiretap Act does not define the phrase "ordinary course of its business."

The parties have set out two dramatically different versions of events with respect to the content of plaintiff's telephone conversation. Somewhat surprisingly, defendants rely on plaintiff's version of the facts in support of their position that the call was business in nature and thus outside the scope of the Wiretap Act. Specifically, defendants argue that, according to plaintiff, he was counseling Jacobsen during work hours, a task that falls within his job description, which includes counseling adults on an as needed basis. In contrast, plaintiff argues that his call was personal and that defendants Salzmann and Janiszewski had an obligation to stop listening as soon as they determined that the call was personal in nature. In failing to do so, they violated the act. . . .

Defendants argue that according to plaintiff's version of the facts, his telephone call was a business call because he was counseling Jacobsen during work hours using his employer's telephone equipment. However, it is undisputed that defendant Connor permitted plaintiff to make personal calls on the premises. Although it is also undisputed that plaintiff's employment duties included counseling adults on an as needed basis it is unclear whether his duties encompassed conversations with an alleged college friend, such as Jacobsen, or an adult who is not member of the congregation, even if the call occurred during work hours. Viewing the facts in a light most favorable to the non-moving party, as I must on a motion for summary judgment, I cannot conclude that plaintiff's alleged counseling of Jacobsen rendered the phone conversation business in nature. . . . [The court is not ruling on the ultimate question of whether intercepting Fisher’s telephone conversation violates the ECPA or, alternately, whether the call interception was in the ordinary course of business.  Rather, the court is stating the issue is not clear and a trial is needed to make the ultimate factual determination.  Thus, summary judgment for Mt. Olive is not appropriate at this juncture.]
C. Electronic Communications Storage Act
In 1986, Congress added the Electronic Communications Storage Act, also known as the Stored Communications Act, to the Wiretap Act. . . . The Court of Appeals for the Fifth Circuit has held that the Wiretap Act protects email messages from being intercepted during transmission.  . . .  In contrast, the Stored Communications Act indicates that an email message is protected while stored at "a facility through which electronic communication service is provided." . . . Specifically, the Stored Communications Act states that it is a violation for anyone who: 

"intentionally accesses without authorization a facility through which an electronic communication service is provided ... and thereby obtains, alters, or prevents authorized access to a wire or electronic communication while it is in electronic storage in such system" violates the act. . . .

. . .[D]efendant Mt. Olive [argues it] did not violate the act when it hired Brodjieski to access plaintiff's email account on June 10, 1999. . . . [A]ccessing plaintiff's Hotmail account intentionally is not enough in and of itself to violate the act. Plaintiff must also show that defendants obtained, altered or prevented his authorized access to his email account. . . . Interestingly, each side's version of the facts supports the other side's legal position. Plaintiff alleges that the emails never existed. If that were the case, there would have been nothing for defendants to obtain or alter and therefore they could not have violated the act. On the other hand, if defendants' version of the facts is correct, they would have obtained plaintiff's email in violation of the act. In addition, it is disputed whether defendants Connor and Mt. Olive prevented plaintiff from accessing his email account by changing his password. These are questions of fact for the factfinder. Accordingly, defendants' motion for summary judgment will be denied as to violations of the Stored Communications Act as to defendants Connor and Mt. Olive. Because plaintiff concedes that defendants Salzmann and Janiszewski never accessed his email account, I will grant defendants' motion for summary judgment as to this claim as to these two defendants. . . .

Appendix
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Constitution of the United States
Selected Provisions

Amendment I

Congress shall make no law respecting an establishment of religion, or prohibiting the free exercise thereof; or abridging the freedom of speech, or of the press; or the right of the people peaceably to assemble, and to petition the government for a redress of grievances. 

Amendment IV

The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and no warrants shall issue, but upon probable cause, supported by oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized. 

Amendment V

No person shall be held to answer for a capital, or otherwise infamous crime, unless on a presentment or indictment of a grand jury, except in cases arising in the land or naval forces, or in the militia, when in actual service in time of war or public danger; nor shall any person be subject for the same offense to be twice put in jeopardy of life or limb; nor shall be compelled in any criminal case to be a witness against himself, nor be deprived of life, liberty, or property, without due process of law; nor shall private property be taken for public use, without just compensation. 

The Right to Privacy
by
Samual D. Warren and Louis D. Brandeis

Harvard Law Review.

Vol. IV - December 15, 1890, No. 5

[Footnotes & selected text omitted]

That the individual shall have full protection in person and in property is a principle as old as the common law; but it has been found necessary from time to time to define anew the exact nature and extent of such protection. Political, social, and economic changes entail the recognition of new rights, and the common law, in its eternal youth, grows to meet the new demands of society. Thus, in very early times, the law gave a remedy only for physical interference with life and property, for trespasses vi et armis. Then the "right to life" served only to protect the subject from battery in its various forms; liberty meant freedom from actual restraint; and the right to property secured to the individual his lands and his cattle. Later, there came a recognition of man's spiritual nature, of his feelings and his intellect. Gradually the scope of these legal rights broadened; and now the right to life has come to mean the right to enjoy life, -- the right to be let alone; the right to liberty secures the exercise of extensive civil privileges; and the term "property" has grown to comprise every form of possession -- intangible, as well as tangible. 

Thus, with the recognition of the legal value of sensations, the protection against actual bodily injury was extended to prohibit mere attempts to do such injury; that is, the putting another in fear of such injury. From the action of battery grew that of assault.  Much later there came a qualified protection of the individual against offensive noises and odors, against dust and smoke, and excessive vibration. The law of nuisance was developed.  So regard for human emotions soon extended the scope of personal immunity beyond the body of the individual. His reputation, the standing among his fellow-men, was considered, and the law of slander and libel arose.  Man's family relations became a part of the legal conception of his life, and the alienation of a wife's affections was held remediable.   Occasionally the law halted, as in its refusal to recognize the intrusion by seduction upon the honor of the family. But even here the demands of society were met. A mean fiction, the action per quod servitium amisit, was resorted to, and by allowing damages for injury to the parents' feelings, an adequate remedy was ordinarily afforded.  Similar to the expansion of the right to life was the growth of the legal conception of property. From corporeal property arose the incorporeal rights issuing out of it; and then there opened the wide realm of intangible property, in the products and processes of the mind, as works of literature and art, goodwill, trade secrets, and trademarks. 

This development of the law was inevitable. The intense intellectual and emotional life, and the heightening of sensations which came with the advance of civilization, made it clear to men that only a part of the pain, pleasure, and profit of life lay in physical things. Thoughts, emotions, and sensations demanded legal recognition, and the beautiful capacity for growth which characterizes the common law enabled the judges to afford the requisite protection, without the interposition of the legislature. 

Recent inventions and business methods call attention to the next step which must be taken for the protection of the person, and for securing to the individual what Judge Cooley calls the right "to be let alone".  Instantaneous photographs and newspaper enterprise have invaded the sacred precincts of private and domestic life; and numerous mechanical devices threaten to make good the prediction that "what is whispered in the closet shall be proclaimed from the house-tops." For years there has been a feeling that the law must afford some remedy for the unauthorized circulation of portraits of private persons; and the evil of invasion of privacy by the newspapers, long keenly felt, has been but recently discussed by an able writer.  The alleged facts of a somewhat notorious case brought before an inferior tribunal in New York a few months ago, directly involved the consideration of the right of circulating portraits; and the question whether our law will recognize and protect the right to privacy in this and in other respects must soon come before our courts for consideration. 

Of the desirability -- indeed of the necessity -- of some such protection, there can, it is believed, be no doubt. The press is overstepping in every direction the obvious bounds of propriety and of decency. Gossip is no longer the resource of the idle and of the vicious, but has become a trade, which is pursued with industry as well as effrontery. To satisfy a prurient taste the details of sexual relations are spread broadcast in the columns of the daily papers. To occupy the indolent, column upon column is filled with idle gossip, which can only be procured by intrusion upon the domestic circle. The intensity and complexity of life, attendant upon advancing civilization, have rendered necessary some retreat from the world, and man, under the refining influence of culture, has become more sensitive to publicity, so that solitude and privacy have become more essential to the individual; but modern enterprise and invention have, through invasions upon his privacy, subjected him to mental pain and distress, far greater than could be inflicted by mere bodily injury.  . . .

It would doubtless be desirable that the privacy of the individual should receive the added protection of the criminal law, but for this, legislation would be required.  Perhaps it would be deemed proper to bring the criminal liability for such publication within narrower limits; but that the community has an interest in preventing such invasions of privacy, sufficiently strong to justify the introduction of such a remedy, cannot be doubted. Still, the protection of society must come mainly through a recognition of the rights of the individual. Each man is responsible for his own acts and omissions only. If he condones what he reprobates, with a weapon at hand equal to his defence, he is responsible for the results. If he resists, public opinion will rally to his support. Has he then such a weapon? It is believed that the common law provides him with one, forged in the slow fire of the centuries, and to-day fitly tempered to his hand. The common law has always recognized a man's house as his castle, impregnable, often, even to his own officers engaged in the execution of its command. Shall the courts thus close the front entrance to constituted authority, and open wide the back door to idle or prurient curiosity?
Supreme Court Justice


Louis D. Brandeis
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